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Hybrid Method for Key Distribution in Mobile Ad hoc
Networks
Abstract

‘There is a need for security services 10 provide group-oriented communication privacy and daa integriy. It is

Imporat s of s o ca b §comn st ey r encrpin grup communicaon. A

nd ed to handle this issue. Earl, Key tree

sppraches have b pmm o disibute goup key n such ey \\m Seinkiis ke i
logarithm of join or eave request.

hetherthe ey tresremain balaced oer e s members Jon o v, send of pefoming vl e

 of re-keying is adopted In other hand, Self-

healing group key el e key disribution in Mobile Ad o Networks.

over ossy and dynamic communication channels. n particular, we propose the concept ofhierarchical selFealing

Indecd,
three important concepts: Hierachicaly, self-heafing and time interval rekying. Simulation results showw dramatic

Introduction

Due to mobility of nodes, traditional security models designed for fixed-network topologies may not
e fully aplicale In nfncissien wlm\ss networks. each cficent and secure key distribution
petvorc opslogis
ma et i st of the \mdcr\ymg wireless networks. Generally speaking, securiy
et e il
devices, Unknown network mpq\ngy, B T e o Very large density of
isaion of wieles sades snd High tk of physcal ataks o uended sodes. Comigraphc
techniques in network sccurity can be applied o ad hoe networks [1] . Key management s the main
component in sccurity. If the key size is large, the corresponding cryptographic algorithm ensurcs &
guaranteed secure communication, but lead to more energy consumption. Hence energy efficient key
ot techgues s e[ wiees tvors. Secee o effen ey manngement n d boc
Y] builds a public key based on shared secret odsseves. Bach srver cres s

i

Si

ke
ized and key c:ml'cn(e i revoed Scalable Key
376 1 b biskd on st ek
. el Ky achgorans [} o socre o dommomication
e euentchanges 1 ok apoiog, Soteee ol geretes privte ey, st dfs pacat
and forwards it to immediate niode at next level one (level V). The intermediate nodes further encryp the
data packet again and forwards it to next level (level Y) process is repeated to level two. Distributed key
management based on key update performs better compared to request update schemes. Distributed
symmeric key managemen (5] consders preFey diswbuton and overeomgs he imiaion of Trasted
‘Third Perties (TTP) key schemes. [1] Explains the secure key management for MANETS. Light weight
group key management is used to minimize the load of security protocols Distributed Lightweight group-
key management [Y) based on secure optimized link state routing, use group keys for authentication
control and save the node energy. The group keys are managed based on network partitions and node
sessions oinvleave the route paths). Unauthorized nodes are restricted by using periodic and event
roupkey eplacement. Scalable cryptogapic ey management [ based on pblc ey cypography
solves sybil attack and dynamic node deployment
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